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Knowledge-based programérst introduced by Halpern and Fagin [HF89] and
further developed by Fagin, Halpern, Moses, and Vardi [FHMV95, FHMV97], are in-
tended to provide a high-level framework for the design and specification of protocols.
The idea is that, in knowledge-based programs, there are explicit tests for knowledge.
Thus, a knowledge-based program might have the form

if K(z=0)theny:=y+ 1 elseskip,

whereK (z = 0) should be read as “you know = 0" and skip is the action of doing
nothing. We can informally view this knowledge-based program as saying “if you
know thatx = 0, then sety to y + 1 (otherwise do nothing)”.

Knowledge-based programs are an attempt to capture the intuition that what an
agent does depends on what it knows. They have been used successfully in papers such
as [DM90, Had87, HMWO01, HZ92, ML90, Maz90, MT88, NT93] both to help in the
design of new protocols and to clarify the understanding of existing protocols. How-
ever, as we show here, there are cases when, used naively, knowledge-based programs

*A preliminary version of this paper appeared in the Proceedings of the Seventh Conference on
Theoretical Aspects of Rationality and Knowledge (TARK), 1998. The full version can be found at
http://www.cs.cornell.edu/home/halpern and will appedbistributed Computing
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exhibit some quite counterintuitive behavior. We then show how this can be overcome
by the use oftounterfactualdLew73, Sta68]. In this introduction, we discuss these
issues informally, leaving the formal details to later sections of the paper.

Some counterintuitive aspects of knowledge-based programs can be understood by
considering thait-transmission problerfrom [FHMV95]. In this problem, there are
two processes, senderS and areceiverR, that communicate over a communication
line. The sender starts with one bit (either 0 or 1) that it wants to communicate to the
receiver. The communication line may be faulty and lose messages in either direction
in any given round. That is, there is no guarantee that a message sent byseithr
will be received. Because of the uncertainty regarding possible messagé kssds
the bit to R in every round, untilS receives arack message froniz acknowledging
receipt of the bit. R starts sending thack message in the round after it receives the
bit, and continues to send it repeatedly from then on. The sefidan be viewed as
running the progranBT s:

if recack then skip elsesendbit,

whererecack is a proposition that is true if' has already received aatk message
from R and false otherwise, whilsendbit is the action of sending the BitNote that
BTy is astandardprogram—it does not have tests for knowledge. We can capture
some of the intuitions behind this program by using knowledge. The seéhlleeps
sending the bit until an acknowledgment is received from the rec&v&hus, another
way to describe the sender’s behavior is to say $hieteps sending the bit untilkhows

that the bit was received . This behavior can be characterized by the knowledge-
based prograrBTY:

if Kg(recbit) then skip elsesendbit,

whererecbit is a proposition that is true onde has received the bit. The advantage of
this program over the standard progr&mh is that it abstracts away the mechanism
by which S’ learns that the bit was received B For example, if messages frofh

to R are guaranteed to be delivered in the same round in which they are sen§; then
knows thatR received the bit even i does not receive an acknowledgment.

We might hope to improve this even further. Consider a system where all messages
sent are guaranteed to be delivered, but rather than arriving in one round, they spend
exactly five rounds in transit. In such a system, a sender Bingwill send the bit
10 times, because it will take 10 rounds to get the receiver’'s acknowledgment after the
original message is sent. The progr& is somewhat better; using & sends the
bit only five times, since after the fifth round,will know that R got his first message.
Nevertheless, this seems wasteful. Given that messages are guaranteed to be delivered,
it clearly suffices for the sender to send the bit once. Intuitively, the sender should be
able to stop sending the message as soon as it knows that the receivarentllially
receive a copy of the message; the sender should not have to wait until the receiver
actuallyreceives it.

It seems that there should be no problem handling this using knowledge-based pro-
grams. Let) be the standard “eventually” operator from temporal logic [MP92};

1Running such a program amounts to performing the statement repeatedly forever.



means that is eventually true, and I€fl be its dual, “always”. Now the following
knowledge-based prograBilg for the sender should capture exactly what is required:

if Kg(Qrecbit) then skip elsesendbit.

Unfortunately,BT s does not capture our intuitions here. To understand why, con-
sider the sende§. Should it send the bit in the first round? AccordingBd’, the
senderS should send the bit if does not know thak will eventually receive the bit.

But if S sends the bit, the§ knows thatR will eventually receive it (since messages
are guaranteed to be delivered in 5 rounds). Tlushould not send the bit. Similar
arguments show thaf should not send the bit at any round. On the other hand, if
S never sends the bit, thef will never receive it and thus' shouldsend the bit! It
follows that according t® Ty, S should send the bit exactly if it will never send the

bit. Obviously, there is no wayg can follow such a program. Put another way, this
program cannot be implemented by a standard program at all. This is certainly not the
behavior we would intuitively have expected®T ;.2

One approach to dealing with this problem is to change the semantics of knowledge-
based programs. Inherent in the semantics of knowledge-based programs is the fact that
an agent knows what standard protocol she is following. Thus, if the sender is guar-
anteed to send a message in round two, then she knows at time one that the message
will be sent in the following round. Moreover, if communication is reliable, she also
knows the message will later be received. If we weaken the semantics of knowledge
sufficiently, then this problem disappears. (See [EMM98] for an approach to dealing
with the problem addressed in this paper along these lines.) However, it is not yet clear
how to make this change and still maintain the attractive features of knowledge-based
programs that we discussed earlier.

In this paper we consider another approach to dealing with the problem, based
on counterfactuals. Our claim is that the progrBiy does not adequately capture
our intuitions. Rather than saying théitshould stop sending i knows thatR will
eventually receive the bit, we should, instead, say.$t&tiould stop sending if it knows
thateven ifS does not send another messdgevill eventually receive the bit.

How should we capture this? Lét (i, a) be the formula that is true at a point m)
if processi performsa in the next round. The most obvious way to capture “(even)
if S does not send a message thewill eventually receive the bit” uses standard im-
plication, also known amaterial implicationor material conditionalin philosophical
logic: do(S, skip) = recbit. This leads to a program suchB375 :

if Ks(do(S,skip) = Orecbit) then skip elsesendbit.

Unfortunately, this program does not solve our problems. It too is not imple-
mentable by a standard program. To see why, suppose that there is some point in the
execution of this protocol wherg sends a message. At this pofiknows it is send-
ing a message, s® knows thatdo(S, skip) is false. ThusS knows thatdo(.S, skip) =

2While intuitions may, of course, vary, some evidence of the counterintuitive behavior of this program is
that it was used in a draft of [FHMV95]; it was several months before we realized its problematic nature.

3We assume that round takes place between time — 1 andm. Thus, the next round aftér, m) is
roundm + 1, which takes takes place betweghm) and(r, m + 1).



Orecbit holds. As a resultl s(do(S, skip) = Orecbit) is true, so that the test BT g
succeeds. Thus, accordingBd g, the senderS shouldnot send a message at this
point. On the other hand, § neversends a message according to the protocol (under
any circumstance), thefi knows that it will never send a message (since, aftersall,
knows how the protocol works). But in this cageknows that the receiver will never
receive the bit, so the test fails. Thus, according1dy’, the sendes should send the
message as its first action, this time contradicting the assumption that the message is
never sent. Nothing th&f can do is consistent with this program.

The problem here is the use of material implicatien)( Our intuitions are better
captured by using counterfactual implication, which we denote-byA statement
such asp > 1 is read “if ¢ theny”, just like ¢ = 1. However, the semantics of
is very different from that of=-. The idea, which goes back to Stalnaker [Sta68] and
Lewis [Lew73] is that a statement such@as> 1 is true at a worldw if in the worlds
“closest to” or “most like”w where is true,s) is also true. This attempts to capture
the intuition that the counterfactual statement> ¢ stands for “if were the case,
then+ would hold”. For example, suppose that we have a wet match and we make a
statement such as “if the match were dry then it would light”. Usingthis statement
is trivially true, since the antecedent is false. However, witithe situation is not so
obvious. We must consider the worlds most like the actual world where the match is
in fact dry and decide whether it would light in those worlds. If we think the match is
defective for some reason, then even if it were dry, it would not light.

A central issue in the application of counterfactual reasoning to a concrete problem
is that we need to specify what the “closest worlds” are. The philosophical literature
does not give us any guidance on this point. We present some general approaches for
doing so, motivated by our interest in modeling counterfactual reasoning about what
would happen if an agent were to deviate from the protocol it is following. We believe
that this example can inform similar applications of counterfactual reasoning in other
contexts.

There is a subtle technical point that needs to be addressed in order to use counter-
factuals in knowledge-based programs. Traditionally, we talk about a knowledge-based
programPg,, being implemented by a protocél. This is the case when the behavior
prescribed byP is in accordance with whdtg,, specifies. To determine whether
implementsPg,, , the knowledge tests (tests for the truth of formulas of the f&fp)
in Pg,, are evaluated with respect to the points appearing in the set of ruRis lof
this system, all the agents know that the propertie® ¢é.g. facts like process 1 al-
ways sending an acknowledgment after receiving a message from process 2) hold in
all runs. But this set of runs does not account for what may happen if (counter to fact)
some agents were to deviate frdfn In counterfactual reasoning, we need to evaluate
formulas with respect to a larger set of runs that allows for such deviations.

We deal with this problem by evaluating counterfactuals with respect to a system
consisting of all possible runs (not just the ones generate@)y While working
with this larger system enables us to reason about counterfactuals, processes no longer
know the properties oP in this system, since it includes many runs nofinin order
to deal with this, we add a notion of likelihood to the system using what are called
ranking functiondSpo88]. Runs generated by get rank 0; all other runs get higher
rank. (Lower ranks imply greater likelihood.) Ranks let us define a standard notion



of belief Although a process does nkiowthat the properties aP hold, it believes
that they do. Moreover, when restricted to the set of runs of the original profgcol
this notion of belief satisfies the knowledge axid¥yy = ¢, and coincides with the
notion of knowledge we had in the original system. Thus, when the original protocol
is followed, our notion of belief acts essentially like knowledge.

Using the counterfactual operator and this interpretation for belief, we get the pro-
gramBTg:

if Bg(do(S,skip) > Orecbit) then skip elsesendbit.

We show that using counterfactuals in this way has the desired effect here. If message
delivery is guaranteed, then after the message has been sent once, under what seems
to be the most reasonable interpretation of “the closest world” where the message is
not sent, the sender believes that the bit will eventually be received. In particular, in
contexts where messages are delivered in five rounds, B3iggthe sender will send

one message.

As we said, one advantage Bfl'y over the standard prograBiT 5 is that it ab-
stracts away the mechanism by whighearns that the bit was received By We can
abstract even further. The reason thdteeps sending the bit t8 is thatS wantsR to
know the value of the bit. Thus, intuitively, should keep sending the bit until it knows
that R knows its value. Lef{r(bit) be an abbreviation faK'r(bit = 0) V Kr(bit =
1), soKr(bit) is true precisely ifR knows the value of the bit. The sender’s behavior
can be characterized by the following knowledge-based progsam

if KsKr(bit)then skip elsesendbit.

Clearly when a message stating the value of the bit reaches the reé&iféiz) holds.
Butit also holds in other circumstances. If, for example BhegX r (bit) holds initially,
then there is no need to send anything.

As above, it seems more efficient for the sender to stop sending when he knows that
the receiver willeventuallyjknow the value of the bit. This suggests using the following
program:

if Kg(do(S,skip) = OKg(bit)) then skip elsesendbit.

However, the same reasoning as in the casB™f shows that this program is not
implementable. And, again, using belief and counterfactuals, we can get a program
BT%B that does work, and uses fewer messages Bigf. In fact, the following
program does the job:

if Bg(do(S,skip) > OBr(bit)) then skip elsesendbit,

except that now we have to talg (bit) to be an abbreviation fdibit = 0A Br(bit =

0) V (bit = 1 A Br(bit = 1)). Note thatK r(bit), which was defined to b& r (bit =

0)) vV Kgr(bit = 1)), is logically equivalent tqbit = 0 A Kr(bit = 0)) V (bit =

1A Kr(bit = 1)), sinceKrp = ¢ is valid for any formulap. But, in general,
Bry = s not valid, so adding the additional conjuncts in the case of belief makes
what turns out to be quite an important difference. Intuitiv&ly,(bit) says thatk has
correct beliefs about the value of the bit.



In the full paper (which will appear iDistributed Computingand is available at
http://www.cs.cornell.edu/home/halpern/papers/tark98.pdf) we provide a formal model
of counterfactuals, and formally analyze the progrdils and BTgB in this model,
showing that they have the appropriate properties.
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